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Abstract: Software defined network (SDN) is a new kind of network technology, and the security problems are the hot
topics in SDN field, such as SDN control channel security, forged service deployment and external distributed denial of
service (DDoS) attacks. Aiming at DDoS attack problem of security in SDN, a DDoS attack detection method called
DCNN-DSAE based on deep learning hybrid model in SDN was proposed. In this method, when a deep learning model
was constructed, the input feature included 21 different types of fields extracted from the data plane and 5 extra
self-designed features of distinguishing flow types. The experimental results show that the method has high accuracy, it’s
better than the traditional support vector machine (SVM) and deep neural network (DNN) and other machine learning
methods. At the same time, the proposed method can also shorten the processing time of classification detection. The de-
tection model is deployed in SDN controller, and the new security policy is sent to the OpenFlow switch to achieve the
defense against specific DDoS attack.
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i=0
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1 DDoS Builifi s NmERAE. EHE NIn
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¥ & AE Ay NBE 1K) — dESE Ky, I %18 1o A Hh g
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m AL, XA ) Dh e AR 1S B NS OK,  RESE
WO = 2 IR R, RIS gk > N R I Ta], - AN
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MRERE
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BHIZERZE, 1930 HERR RS IE M &
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YESEIL G, AR SR AR kAL B8 TR [ 75 4R e
1. X (O)FR, RGN EIIZERL, X R—
HE BT A AR B, A% H R 45 R EME R 0.
JiZEH 1o

1 & z_i B 2

#B_;;x[’o-B_m;(x[ ;UB) (6)
A HE A LE VI 25 1 e R 2 s SR B 22 TR) 11
AL a4, IX PP FE 0] 56 4+ 1) Bf b, AT A 66
J5E T A 98/ 157 22 T A R g 1) ad R e A
N R BBt o AR ) A 3 (R RE e, /D )
MEBERMELES B TH m DWRFE W&,
B={x,%,,X;,--,x, } » FIRFELE ST m MR
FAFFAE ) T fe R (AT H — e A 88— 1k
P RFFIE A (X, X,, Xy, X, } > B)a, XIH
A m AR ) 4% R (7 EAT e PR AR

B HEA AL {3y, 000 0 s 00 ) o

527,‘ :%7 Y :75‘\71‘ +ﬂEBN7,ﬁ’ (xi) (7)
Tve

Hp, ehHE, yv RIS

i — P IR (N R RE, AR A
RSB BB IE LML IT ReLU (X(8)) M
Softplus (((9)) LAARIEAL Gt (1) v R A 2 11 P bRy
44 Tanh F1 Sigmoid.

y =max(0,x) (8)
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TE 24 FIT B 2 R B AN A 28 0 AN B i N R KAt
EERHIE T, AL SR AR L M OE pR E 2
HIELE LA IS, 76 DONN FER b gE 176 R )
RSy, SR ReLU X Softplus iX &9 Fl19fE Lk
PTG bR 0 B K Sigmoid BY Tanh 3 S840 Fl 4R £ 1
WOE R ER L LAY .

R 12 v RS R (s H0L A ) R 4 e A 2R
Rk, A T “dropout” PR, RIZE
Pz Bt i FE R, BMEERN 0.5 IR 40T
(R B E A 0, PRS2 Jont g AL i e A
ok, P ESE, AHSH kb, K,
RO AR AR YIRS, PR ) 25 # 2 bl
Wl Z 7 — e Ham s oo, s W g i Ar4g
M, HEARIANE, R I X 2e 4 R 4 f 3
R XS TR0 R A T Z A 1)
HPE, DAL, e e AR 2R 2 o T 22 B N B A
kS 8
4.3 DSAE t&%!

H 4%ifiY (AE, autoencoder) A& HI AR £ M 2%,
EARAANEEZARRE . YRR AN R
N, Bays 2 S NSRRI E R R R s, MY T F
O3 oA s AR HAT AR N, AR AL
WgrdREd, & 2 R 2 R /R 22 2 LT
TNZs, 1EIIZRTERE, R i 22 S In) A% 3 1
FERCE A, S/ MU AT 2 2. B3
YIREE IEY Rtk Ay A

Rl =

K3 AR Lty

ARSI AN R . — MR
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decoder, = f (W, (encoder,)+b, ) (11)

b, FONBIEREL, W IR R E R R
(B IRALTE,  encoder; byl it i 2 4 i 1 4 )i (1) 9L
KL &, by Nt 2 E T i

e Jr e/ Me i g (X(12)) 1A BIYIZR
H g (1) H 1

loss = i(xi —decoder,)’ (12)
Hrdr, n AREFHE BN x AR RE
YL &, decoder; 4 x; Z1L H B 5 a1
AL 7] 5
1 ot B A5 28 1) A N 2 R o 3 2 A 28 76 R ) &
PEWOE B M, 22 6R A Sigmoid
MR (GR(13)) ARGt .
1
Clte”
SEEG ORI, M E A& o Sigmoid O
PRI, ZER IR B2 L L Ad ) ReLU 8% Softplus %5
P PR BSR4, Sigmoid  PRAZLE 2 M I 20 )
AEPATTLE, PSR S S Sk, BIANT 2
A RN S BT L
AR SCAE o AT TR IR Sy k3 B A RN B 5
FEAE H (), LT AE () DSAE %!, DSAE
H5E 200 38 T 3 )7 2 0 e R A 2R () N 2 R s 2
A, Hor A [ g A 2R ] — AN Bz
DSAE RS2 W 4 PR . RRHE ) 2 id 5
— AN BB (1) ) 5, AR SRR A 3 s A
JE I SALRRAE, R 55— F AR R B = A
N A BB N2 s S0 5 A B Y
BRI 2% ) Ja, 7 LR Z 49 B — 20 R 4 J5
() S T4t G Ak TRRRAE, PR 28 — A B G B AR 2L 1)
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4 DSAE I £y

Bl JEAE N S = A B m i B (N 2 KIS
hn, I A iEEl softmax 7> A IR AR EFE [ 2 N
1EH A 8L DDoS M2,

5 KREERSHN

51 KWINERITEER

ARSI T Tensorflow HE SRR HE VAR B 52 )R
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SRR R R R B 8, 40 A 1E TR
DDoS Biliiit AR 2 B 33k ORI T 20 F g 11 o
KL, BAREWR 3 Prn. RRIEEE RN
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KW P

%3 MR EREE
EVEITE S TEH RURAE/ 4% DDoS iR iE/ 4+
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SEAGIH L HER Y (accuracy ) FEAfiJE (precision)
A (recall)y Fy 3% (Fy score) FlVEVE K [
(confusion matrix) 5 ML FEFRACTEALABE T RS I
fit. HH, TP (true positive) &3ZFr2RTY 4 DDoS
Buti (PRE AR vh gl 23 AR ) W 1E A IR PR AR TN
(true negative) J&SEPRISIN IEH FIFEA 8k 72K
FERLHI T IE R A AR FN (false negative) 25K
PRS2 24 DDoS Muiti IFE AR 73 SR 50 Ry 1E
RMPIFEAEL; FP (false positive) & SEBREH Ay 1F
RS gt 23 AT A2 DDoS Bt R Y I FE
PN

HERAIE (Ace) BRI W 1E A 1Y) 2t 43 21
(A s o B ) A b, B

TP+TN

Acc = (14)
TP+TN + FP+ FN

REHAISE (P) o R D B L o K

grdirh, FHAEABE AR ECEEPT I b, B
po TP

TP+ FP

Al (R) b R iy 2 s SR 1) Sl
oy 2 P A Bk A oy AL P oy L, B

R=_1P (16)
TP+ FN

(15)
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ALy SDN FETVRE S IR A B (1) DDoS BraiAs il 5 5 ©183 ¢

Fi 7380 (FyD RS BEANE A1 Z i A1
B, BEWS A RO PP AL AR TR P R
_ 2PR
" P+R

VBIEH M (confusion matrix) =55 ] T 4y
I 2 RS 5 5 b 2 AR VE R R
5.2 DCNN #REISCIG 25 R o5 4

TEEEST. DCNN HERU, SR AN RV B 15 AR J2
52 o Y RIS UK B = AR R, it HL /Mt i
N ZRIPIRERFR IUA f, BRI ZRs) K 1) batch_size
KANBRINH 500 SLIEFE R HENT T 4 FOASRIER FE )
DCNN i/, 4 FpiRighitnsk 4 s, H,
C3P2F2 KB4 3 ANERUZE . 2 MRk 2
2 ANAERZ, | RRBIAAEIXE, 0 £oR
BERUAAFAE ARG

AR 4 1) DCNN AR BT 505,
e SRR . RIS . AR F 80T
Tl FRPRVPASAE T (P BE . 4 AN IR YR B2 1) DCNN A5
RIPEASFRAR IR 5 FTR.

K3 JZERUR A 2B (C3P2F2. C3P3F2)
MBI TR 2 EEFZ 12 M 45 1
(C2P2F2. C2P2F4), Hir1, C3P2F2 R U7EREA S
AIRERFNFy 30 4R34 /T C3P3F2 #i%Y, (H
TEMERA R ERG LT C3P3F3 f57Y,

i Lb#: C3P2F2 #EALFN C3P3F2 A5 74 (44 il
R, R E R AT 4 MY . 4 B DCNN
R FVRE R 5 Fros . R 2 BBRUZ M

F

1

(17)

128 O 5% (18] 55 200 1 ) W 1 20 2 R0 s ) 4T
e ) BEXSS T RH 3 2B HUZ A2 I 2% (1 45
A, [A I C3P2F2 LAY A Wy B ik 2 41 1) BE )
(0.98) 5T C3P3F2 M (0.96). %5 & %] DDoS
Bl e e H 2N R e vk, R MR
DUABE TR0 Z50 0 Bk AR o ) UM, SR A%
&, DCNN # 8K H C3P2F2 #8 # H: o

DDoS  IE# DDoS  IE¥
1.0 ‘ 1.0
03 08
DDo 07 07
06 06
05 05
/ /|
IEH 02 02
01 01
0 0
(a) C3P2F2
DDoS  IE#
1.0 1.0
: :
DDo 07 07
06 06
05 05
03 03
IEH 02 02
01 01
0 0

(c) C2P2F2 (d) C2P2F4

5 4% DCNN B (1R IEHTBE

ZE LTIk, C3P2F2 Bl AR R . & oA
B 2 . USRS R (1) 9k 3 e E B0 A AR K
TX e 2 O A )1 R WS FE A% . Ry R
IR . S m B RS, ) L HEAT HE b v
A Ak R A B A A Ak B IR BT () I . S 5
wiE 6 s

x4 4 FHAREIRE R DCNN 128! i8R 4544

BT A B

BT £ 4

R fithRrE etk EM flbhs il

EM flbhs il

R SERE S B

1 1 21 B2 k2 E2 23 ML 3 23 (2 (4)
C3P2F2 1 1 1 1 1 1 1 0 0 1 0 ReLU, Softplus
C3P3F2 1 1 1 1 1 1 1 1 1 1 0 ReLU, Softplus
C2P2F2 1 1 1 1 1 1 0 0 0 1 0 ReLU, Softplus
C2P2F4 1 1 1 1 1 1 0 0 0 0 0 ReLU,Softplus
=5 4 FHARRIRE A DCNN 22U 1L 5 4R
(BRI Ace P R F
C3P2F2 97.73% 98.11% 97.93% 97.30%
C3P3F2 97.74% 97.17% 97.22% 97.02%
C2P2F2 96.43% 97.42% 97.54% 96.93%
C2P2F4 96.37% 97.07% 96.98% 97.01%
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e

— KRR LA B
— HE TR AL A B

0 200 400 600 800 1000 1200
kit G
Bl 6 AR bR A A BT AR ) B2 P 5

I 6 nT 4, AR I HERRHE AR JS N
PRT B IR R, TEIZRE] 180 &I, HERASE
MO E] 0.8, MBRAUAT I AL 2 R,
7E 600 F& MR e HERIE A TA 3] 0.8, JFH AL
FRTREAb i RS20 ()4 R R IR -

IS, A SR AR JE 26 M 3G pR 2 & 1B 2
PEHLIG ReLU F1 Softplus A& AL G LRI E 2 ML
TG BRI Tanh F1 Sigmoid. 2 Frdis ok A E R0 MKS i
S LEAE BN 7 BT . DCNN RS 7 51 i Fn Al 2k
PEBCE R BORAT IR, I T BRIRY, Hi
DUPAS FEAR TR F AR R0 3 e M S0 eR 2 I i &5
B SIS L], DCNN A8 H AR 1tk
T B BT i v AR R R RS RS R R A . SR
ReLU Z5EHIRIIELE MG pR £, DCNN B (146
DS BErT LLIAE] 0.98; 1M K H Sigmoid &1 FI1ELL
PERR%L, DCNN BRI T RR R RIS, H2
ANBE S ) B BRFAE .

B b AR RN
,-'f“f“ TR T
osf - WAHEAMOEEY | . A
]J N "E i c “'l'.l‘n l- R
] TP N A
06F = 1y l'.‘: 'lur. [ :‘l‘ui |
= AT wihe !:1' W
g f R
oHr PoF o
fi J ' 1:1
i Y
o2ff | 'l
! [ 1] ':
s ]
0 150 300 450 600 750 900 1150
S

B 72 Tl ok B MR B L 0

N SE RN R R A HE IR e 00 T, [ A
PRI KPR L, A SCREL “ dropout” HEARA K

M T BRI Zra R e LA Y, st SR
WK 8 . BHIAEVEAT 1200 2Rt fE, %
H “dropout” YNZki, BHEERA HIE R, RE—
HAE N AT R “dropout” B, AR (111 25
FEREAT E 600 BN, 5t IR FE T R IS,
GRS K 9 . SRH “dropout” HiAT
PRV G G AR RIS

1.4} — RFH “dropout”
— %M “dropout”

0 200 400 600 800 1000 1200
bt i

<18  “dropout” HZANIHLIL 5L N LY

— ik
—
0 250 500 750 1000 1250
Eiis /i
9 KM “dropout” MRAAEIZRAEA PRI L1

SR TE S R4, DCNN BRUR ] C3P2F2
B Ay b, B rh s I ARAEAG AL B, 0 B
R AR A EZe VB0 B4 ReLU A1 Softplus,
FEATERZE N “dropout” Bi 14 .

SERKG C3P2F2 KA AL gepL g2y > 7 ik i)
SVM  FIVR 5% 2] J7 32 R A 22 M 4% (DNN,
deep neural network) FEATF L, S AH [F] (1) £icHfs
o 3 PO E RIS EE T L 5 R 10 s . A
10 W LAE H, 3 P AR AT 3] 1200 #& IR
AR TS, HRA C3P2F2 57 G I A Fi 1 5
=1 SVM 1 DNN 1) 7714,
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. ’-,"""‘.l i . — JoH o
. ;‘fu‘f"' o F, 0 R AAEAE ARG o
0.8F ™" o ? a4y A
i
i £6 3MAREIRER DSAE {83 s AL
i
206 | K BERLZ: )
£ || o
g ; L BEmtS AZid BAdid A%iE B4
! softmax
04}j (128-64) (64-32) (32-16)  (16-8)  (8-4)
ii SAE3 1 1 1 0 0 1
02l ! - gs/fl’\leZ SAE4 1 1 1 1 0 1
— DNN SAES 1 1 1 1 1 1

360 45IO 660 75b 960 1130
Ly i
{10 SRR RHLES S 51 i R RS BExt L
5.3 DSAE REISLIGER AR
TERIEE DSAE BEALINT, KA H a8 1A 44
SN ASERY PRI MRS B = AR R i, S e v A
ST O3 FRANER L (1) DSAE BT 0FEE, A f
RIRAFRUE, RH/MEERIIZ 5, batch_size
KANBRINR 500 BARPTETE 3 FhAS [ R BE 1)
DSAE B U1K 6 Jfi7R .
SAE4 FRLIRIREEL S 4 A I gt By,
A BB AR S NN R AN RE)Z
M—Ngr 2. B, 7e5—>Aguid (128-64)
128 BRI HH ST N 128 A4S, B

1.0
08|
o6l
&
i
04}
02} —— C3P2F2
---- SAE4
0 200 400 600 800 1000 1200
WE R
(a) HiwaSE
1.0
0.8F
3 0.6
=
RT
04t

—.—- C3P2F2
---- SAE4

02 #

0 200 400 600 800 1000 1200
bl
(c) AR

R TN 3 FAFNRELR) DSAE BB PEAE AR
S AURERY], K 4 2 A 9MA5IY SAE4 B AEHE
RS RSIRE . A RIZA Fy 2040 B sy e T3
AL

x7 3WMAEIREHR DSAE REHIT A IEHR

[ERINE Acc P R F
SAE3 97.67% 97.41% 97.63% 97.30%
SAE4 98.11% 97.77% 97.74% 97.62%
SAES 96.43% 97.72% 97.44% 96.95%

A5 e AH [R]85 48 £ %5 DCNN [#) C3P2F2 7 J7
DSAE T[] SAE4 #1526 25 Wk AT X Lh o 2 Bl
RIS EE g AP 11 frose B 11 o BAFEH, B

#1.
o2t ——- C3P2F2
i

---- SAE4

0 200 400 600 800 1000 1200
bl
(b) e i

—.—- C3P2F2
---- SAE4

800 1000 1200

0 200 400600
ki i
(d) Fa¥

11 C3P2F2 #iM A SAE4 B R P LL
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KM, C3P2F2 B 254 PEALFRARNS 5 T SAE4
B, XA SR C3P2F2 BT A Ay i £ A 7Y
FFEEREZ

B 12 k2 PR B R R B L o MSRER AL
PAT LA, SAE4 BEALA| K Ui i e ) (0.985)
ST C3P2F2 M7 (0.980). % REFIHE — ZRin 1)
F IRk T DCNN RS A] Bk N Jo ¥ 5
P 2B R ABG, X538 DCNN BEA 3] 2 1F
WU BC A, FTR A AS 7 0A 200 L 4% 6] Bk
HARSRI U, 256518, 55 B R ] SAE4

.
1.0
DDoS  IE% 0.9
0.8
DDoSKEEN 0.020 0985 [VIE 07
0.6
05
04
EH] 0029 0.971 0.033  EEXY) 03
02
0.1
(a) C3P2F2 0 (b) SAE4 0

[ 12 C3P2F2 MU H SAE4 KT [ TR K B X L

5.4 DCNN-DSAE 1&2! 25 & o4

BA ST ) DCNN-DSAE I8 & B0 4L 45
(KA 2% 2 ) 77327 (K] SVM. 2 DNN #EA 7% b 20 #r s
T4 FAH [ (R o R A B SR AR IR N o 5
Bk &5 Rk 8 Fror

=8 TREWIEEEIFES DCNN-DSAE EE HTE1EFR

(B Acc P R F
SVM 96.72% 96.47% 95.84% 96.77%
DCNN-DSAE  98.53% 98.17% 97.94% 98.12%
C3P2F2 97.73% 98.11% 97.93% 97.30%
SAE4 97.44% 97.12% 97.87% 97.53%
DNN 94.47% 95.82% 93.74% 93.55%

ME 8 W LIFA i, DCNN-DSAE 5 78 7 U
BELOREEARE . BRIERA O, S B s ST
SVM F1 DNN #&7%, H DCNN-DSAE #5 5 1] 4
5 d5e i R 2 98.53%, T LR A A g A
C3P2F2 (97.73%) F1 SAE4 (97.44%) Kl 45
Ho Mg 45 kv LUE 1, DCNN-DSAE R &
HEIR S AR 4% S AL 3% 2 20 J5 ¥ S S A DCNN B
DSAE J7i%

BEAk, N R 2 45 AiE B0 th 2 7 B DDoS I

RN R EE SR, ARSI 5. 10
15+ 21, 26, 30 PMARFFIEXS DCNN-DSAE i1
HEATIAR . A 25 4026 9 FiR.

R9 TEIINFFIELRET DCNN-DSAE 2 BiE{H1EHR
RFAE S /A Acc P R Fi
5 88.33% 89.15% 89.97% 90.07%
10 94.21% 94.19% 93.77% 94.04%
15 95.13% 95.20% 94.94% 94.85%
21 92.47% 92.57% 93.10% 92.20%
26 98.53% 98.17% 97.64% 98.12%
30 98.51% 98.20% 97.59% 98.11%

e 9 BT LA HY, SN IR A R AIE Hi i A AR
(RS &5 RAFAE EZL 8w R 5 AN T3
M RRAE (R RRFAERE N 5 1N
DCNN-DSAE #&8 [f) % N AERT, DCNN-DSAE
IR PRy A e Lk 3] 88.33%; 4 [RIIN R 21 DA
SR ALRFEE (RIRRFFIEREN 21D 1N
DCNN-DSAE #E8 [f) % N fER, DCNN-DSAE
RIS (R HEAA E IAE] 92.47%; 4IAIINRH B 3h3k
QI e S (T U R I A= A I T 1R ()
DCNN-DSAE #E8 [f) % N AER, DCNN-DSAE
RO PR HER B B e s R A 21 AN B3k
BRI AR R AR 5 TSl A6 1R it R ik R
FEMERCR N 26) 1F 5 DCNN-DSAE #5784 [ iy N kE
TR, RERIAERERGE . R, AR Fy 405
BSIUE Y TS vl E =

6 ZERIE

RSO T — P BE T IR B 2 ) WA B Y ()
DDoS Hii#ill /7 7:——DCNN-DSAE, Jf 5 i)
Br TR A AL DCNN BRI DSAE AR (1)
REFEFI vk I S, AR B AN I L
B ST AR AR, KGR L ik B 98.53%, SeiiF
T VR BE A SR AT SN ) 48 FR BT 6 DDoS
T R I RS A A 25 o AR SRR LB 27 ST
SVM 77951 DNN J7iAf b, R 2% SR A B
T R DURS B 0 i« AR TEAIG, R4k T3 DDoS
B R T A A2 o B 1207 v AR DU i N ARk
i SDN AZ#i AL (1) R AFAE AN 15 FAA) 2 1Rt 2
1k, & TR A vk, v BAEBEE T SDN
AR
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